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DAY 1 REPORT:

The workshop began with a warm welcome address by Dr. V. Vijay kumar reddy sir, Director
of NBKRIST, who highlighted the growing importance of cybersecurity in academia and
industry. The first session was led by Mr.Krishna, lead trainer from Supraja Technologies,
who introduced the fundamentals of cybersecurity. He started by engaging students with

questions like "What comes to your mind when you hear the term 'cyber attack'?" and "Can

hacking ever be ethical?" This interactive discussion set the tone for the day.




Mr.Krishna then explained the different types
of hackers—black hat, white hat, and grey
hat—using real-world examples like the
WannaCry ransomware attack and ethical

" hackers like Kevin Mitnick. He also covered
basic terminologies such as malware,

phishing, and encryption.

The morning session concluded with a live demonstration of how easily public Wi-Fi

networks can be exploited using tools like "Aircrack-ng."

In the afternoon, the focus shifted to hands-on learning. Students were introduced to
password security through websites like "Have I Been Pwned" and "How Secure Is My
Password." Mr.Krishna also demonstrated how weak passwords can be cracked using "John
the Ripper." The day ended with an assignment where students had to analyze a sample

phishing email and identify red flags.




DAY 2 REPORT:
Day 2 started with a recap of Day 1°s key concepts. The session then transitioned into
networking fundamentals, where the team explained the OSI model, TCP/IP protocols, and

the significance of IP addresses. They used Wireshark to demonstrate packet sniffing,

showing students how unencrypted data (like HTTP traffic) can be intercepted on a network.

The afternoon was dedicated to practical exercises. Students worked in pairs to capture and
analyze network traffic using Wireshark. They were also taught about port scanning with
"Nmap" and how to identify open ports on a system. The highlight was a real-time demo
where Mr.Krishna showed how attackers can exploit open ports to gain unauthorized access.

The session wrapped up with a discussion on firewalls and intrusion detection systems (IDS).




DAY 3 REPORT:

The third day began with a deep dive into web application security. The Team explained
common vulnerabilities like SQL injection, Cross-Site Scripting (XSS), and Cross-Site
Request Forgery (CSRF). Using "Burp Suite," they demonstrated how attackers manipulate
web requests to bypass security measures. Students were shocked to see how a simple SQL

injection could expose an entire database.
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After lunch, the topic shifted to steganography—the art of hiding data within files. The Team
used tools like "Steghide" and "BinWalk" to show how text or images can be concealed
inside audio or picture files. Students then participated in a challenge where they had to

decode hidden messages from sample files.




DAY 4 REPORT:
The final day of the workshop was dedicated to putting all the learned skills into practice
through an exciting Hackathon. The event began at 9:30 AM, where participants were divided

into teams of three, each tasked with solving real-world cybersecurity challenges in a Capture

The Flag (CTF) competition.

The CTF comprised multiple rounds, including:

Password Cracking: Teams used tools like John the Ripper and Hashcat to break into

encrypted files.

Network Analysis: Participants analyzed packet captures in Wireshark to uncover hidden

flags.

Web Exploitation: Vulnerable web applications were provided, requiring teams to perform

SQL injection and XSS attacks to retrieve sensitive data.

Steganography: Hiddenmessagesinside images and audio files had to be extracted using tools
like Steghide.




A live leaderboard displayed real-time rankings, adding a competitive edge to the event. The
hackathon concluded at 2:30 PM, followed by a feedback session where students shared their

experiences and suggestions.

The workshop officially ended with a certificate distribution ceremony, where all participants

received participation certificates, and the winning team was awarded special prizes. Supraja
Technologies also extended internship opportunities to the top performers, recognizing their

exceptional skills.



Closing Note:

The four-day workshop successfully bridged the gap between theoretical cybersecurity
concepts and hands-on ethical hacking techniques. The Hackathon was a major highlight,
allowing students to test their skills in a real-world scenario. Special thanks to Supraja

Technologies for their expert guidance and NBKRIST for hosting this impactful event.
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